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ABSTRACT 

Privacy preservation is important one while publishing the information containing 

individual specific records. Generally Sensitive information about individual’s records 

will violate the privacy. There are several techniques have been introduced for preserving 

the privacy. Slicing uses Tuple grouping algorithm partitioned the data both vertically 

and horizontally. It provides better data utility and protection from membership 

disclosure and also can handle in high dimensional data. Slicing can be used for 

attribute disclosure protection and develop an efficient algorithm for computing the 

sliced data that obey the ℓ-diversity requirement. In proposed system there is a module 

handles the communication between the distributor and the agent. Before the fake 

object is send to the agent, the distributor convert the plain text to the cipher text. The 

plain record is a piece of information that is needed to send information to the 

destination. Using the RSA algorithm the plain text is encrypted with the help of secret 

key.  The secret key is given by the user which will act as an input to the encryption 

algorithm. The output generated by the encryption algorithm is called cipher text which 

is send to the agent. The agent can view the record only by decrypt the data using the 

secret key.  
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INTRODUCTION 

Privacy-preserving data publishing 

(PPDP) provides methods and tools for 

publishing useful information while preserving 

data privacy. Many algorithms like 

bucketization [1][2], generalization [3] [4] have 

tried to preserve privacy [8] [9] however they 

exhibit attribute disclosure. So to overcome this 

problem an algorithm called slicing is used.  

Generally when the micro data publishing the 

various attacks occurred like record linkage 

model attack and attribute linkage model 

attack. So avoid these attacks the various 

anonymization techniques [7] was introduced. 

In both generalization [3][4] and 

bucketization[1][2] removes the identifiers 

from the data and also partitions tuples into 

buckets. Buckets contain the subset of tuples. 

Generalization transforms the QI values in each 

bucket into “less specific but semantically 

consistent” values.  

  In generalization [3][4] all the 

attributes are suppressed until each row is 

identical. It is used for prevent identifier 

disclosure but it is not guarantee to the entire 

privacy and lose the information in high 

dimensional data [10]. In bucketization [1][2] 

technique all the sensitive information denoted 

“The values are well represented”. This 

technique has several limitations first one is 

does not prevent membership disclosure [5]. 

Because bucketization publishes the quasi 

identifier (QI) values in their original forms, an 

adversary can find out whether an individual 

has a record in the already published data or 

not. 

The proposed Slicing algorithm with 

tuple grouping algorithm is partitioned the data 

both vertically and horizontally. The random 

values are permutated within each bucket and 

also can handle in high dimensional data. It is 

more data utility than generalization [3][4] and 

bucketization [1][2]. The communication 

between the distributor and agent. Before the 

fake object is send to the agent, the distributor 

convert the plain text to cipher text.  The plain 

record is a piece of information that is needed 

to send information to the destination. Using 

the RSA algorithm the plain text is encrypted 

with the help of secret key.  The secret key is 

given by the user which will act as an input to 

the encryption algorithm. Based on this key, 

various substitutions and transformation on the 

plain text will differ. The output generated by 

the encryption algorithm is called cipher text 

which is send to the agent. The agent can view 
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the record only by decrypt the data using the 

secret key.   

RELATED WORKS 

Slicing evaluate the effectiveness of 

table in preserving data utility and protecting 

against attribute disclosure, as compared to 

generalization and bucketization. To allow 

direct comparison, use the Mondrian algorithm 

[6] and l-diversity for all three anonymization 

techniques: 1) slicing preserves better data 

utility than generalization 2) slicing is more 

effective than bucketization in workload 

involving the sensitive attribute and 3) the 

sliced table can be computed efficiently. The 

basic idea of slicing is to break the association 

within each column. This reduces 

dimensionality of the data and preserves better 

utility than generalization and bucketization 

PROPOSED DESCRIPTION 

In this paper, we introduce a novel data 

anonymization technique called slicing to 

improve the current state of the art. Slicing 

partitions the data set both vertically and 

horizontally. Vertical partitioning is done by 

grouping attributes into columns based on the 

correlations among the attributes. Each column 

contains a subset of attributes that are highly 

correlated. Horizontal partitioning is done by 

grouping tuples into buckets. Finally, within 

each bucket, values in each column are 

randomly permuted to break the linking 

between different columns. 

 The basic idea of slicing is to break the 

association cross columns, but to preserve the 

association within each column. This reduces 

the dimensionality of the data and preserves 

better utility than generalization and 

bucketization. For example, in the sliced table 

shown in Table correlations between Age and 

Sex and correlations between Zip code and 

Disease are preserved. In fact, the sliced table 

encodes the same amount of information as the 

original data with regard to correlations 

between attributes in the same column. Slicing 

preserves utility because it groups highly 

correlated attributes together, and preserves the 

correlations between such attributes. Slicing 

protects privacy because it breaks the 

associations between uncorrelated attributes, 

which are infrequent and thus identifying. Note 

that when the data set contains QIs and one SA, 

bucketization has to break their correlation; 

slicing, on the other hand, can group some QI 

attributes with the SA, preserving attribute 

correlations with the sensitive attribute. 
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Another important advantage of slicing 

is its ability to handle high-dimensional data. 

By partitioning attributes into columns, slicing 

reduces the dimensionality of the data. Each 

column of the table can be viewed as a sub-

table with a lower dimensionality. Slicing is 

also different from the approach of publishing 

multiple independent sub-tables in that these 

sub-tables are linked by the buckets in slicing. 

The communication between the 

distributor and agent. Before the fake object is 

send to the agent, the distributor convert the 

plain text to cipher text.  The plain record is a 

piece of information that is needed to send 

information to the destination. Using the RSA 

algorithm the plain text is encrypted with the 

help of secret key.  The secret key is given by 

the user which will act as a input to the 

encryption algorithm. Based on this key, 

various substitutions and transformation on the 

plain text will differ. The output generated by 

the encryption algorithm is called cipher text 

which is send to the agent. The agent can view 

the record only by decrypt the data using the 

secret key.  

MODEL FOR SLICING 

There are two phase, distributer and 

agent. In the distributer, converts the plain text 

to cipher text.  The plain record is a piece of 

information that is needed to send information 

to the destination. Using the RSA algorithm the 

plain text is encrypted with the help of secret 

key.  The secret key is given by the user which 

will act as a input to the encryption algorithm. 

Based on this key, various substitutions and 

transformation on the plain text will differ. The 

output generated by the encryption algorithm is 

called cipher text which is send to the agent. 

The agent can view the record only by decrypt 

the data using the secret key.  

Model 

Consider an adversary who knows all 

the QI values of t and attempts to infer t’s 

sensitive value from the sliced table. She or he 

first needs to determine which buckets t may 

reside in, ie, the set of matching buckets of t. 

Tuple t can be in any one of its matching 

buckets. Let p(t,B) be the probability that t is in 

bucket B. 

The adversary computes p(t,s), the 

probability that t takes a sensitive value s. p(t,s) 

is calculated using the law of total probability. 

Let p(s|t,B) be the probability that t takes 

sensitive value s given that t is in bucket B, 
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then according to the law of total probability, 

the probability p(t,s) is 

P(t,s) = ∑ p(t,B) p(s|t,B)  

Tuple t may have multiple matching 

buckets, t’s total matching degree in the whole 

data is f(t) = ∑ B f(t,B). The probability that 

that t is in bucket B is  

P(t,B)=    

SLICING ALGORITHM: 

Given a microdata table  and two 

parameters c and l,the algorithm computes the 

sliced table that consists of c columns and 

satisfies the privacy requirement of l-diversity. 

Attribute Partitioning 

Given two attributes A1 and A2 with 

domains  and 

 respectively. The mean-

square contingency coefficient between A1 and 

A2 is defined as 

 

     

Column Generalization 

Tuples are generalized to satisfy some 

minimal frequency requirement. Although 

column generalization is not a required phase, 

it can be useful in several aspects. First, column 

generalization may be required for 

identity/membership disclosure protection. If a 

column value is unique in a column (i.e., the 

column value appears only once in the 

column), a tuple with this unique column value 

can only have one matching bucket. 

Tuple partition 

Tuple partition consists of several 

subset of table, such that each tuple belongs to 

exactly one subset. Each subset of tuples is 

called a bucket. It uses an algorithm to check 

whether a sliced table satisfies l-diversity. L-

diversity ensures that the adversary cannot lean 

the sensitive value of any individual with a 

probability greater than 1/l. For each gives a 

description of the diversity-check algorithm. 

For each tuple t, the algorithm maintains a list 

of statistics L[t] about t’s matching buckets. 

Each element in the list L[t] contains statistics 

about one matching bucket B: the matching 

probability p(t,B) and the distribution of 

candidate sensitive values D(t,B).  
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Performance evaluation 

It provides secure communication by 

using RSA algorithm. . Before the fake object 

is send to the agent, the distributor convert the 

plain text to cipher text. Using the RSA 

algorithm the plain text is encrypted with the 

help of secret key.  The agent can view the 

record only by decrypt the data using the secret 

key.  

ANALYSIS 

Slicing partitions the data set both 

vertically and horizontally. The basic idea of 

slicing is to break the association cross 

columns, but to preserve the association within 

each column. This reduces the dimensionality 

of the data and preserves better utility. Slicing 

protects privacy because it breaks the 

associations between uncorrelated attributes, 

which are infrequent and thus identifying. 

Slicing is also different from the approach of 

publishing multiple independent sub-tables in 

that these sub-tables are linked by the buckets in 

slicing. 

 

 

CONCLUSION 

Slicing partitions the data set both 

vertically and horizontally. It protects privacy 

because it breaks the associations between 

uncorrelated attributes, which are infrequent 

and thus identifying. Slicing is also different 

from the approach of publishing multiple 

independent sub-tables in that these sub-tables 

are linked by the buckets in slicing. Before the 

fake object is send to the agent, the distributor 

convert the plain text to cipher text.  Using the 

RSA algorithm the plain text is encrypted with 

the help of secret key.  The secret key is given 

by the user which will act as a input to the 

encryption algorithm. The output generated by 

the encryption algorithm is called cipher text 

which is send to the agent. The agent can view 

the record only by decrypt the data using the 

secret key.  
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