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ABSTRACT

ABE is a type of public-key encryption in which the secret key of a user and the cipher text
are dependent upon attributes. In this project secure data de-duplication is deployed which is a
technique for eliminating duplicate copies of data, in cloud storage to reduce storage space. To
achieve the goal a hybrid cloud which is an integrated cloud service utilizing both private and public
clouds to perform distinct functions within the same organization is used. Data confidentiality is
provided in this project by using an authority and data authentication process. Cipher-text is the
method used for encrypting or encoding the information because it contains a form of the original
plaintext that is unreadable by a human or computer without the proper cipher to decrypt it.
KEYWORDS: Attribute based encryption, Secure de-duplication, Hybrid cloud, Data Confidentiality, Cipher
Text
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encrypted data in the cloud, in which the cloud

The cloud storage server performs data

will not store a file more than once even though

compression i.e. data deduplication which

it may receive multiple copies of the same file

eliminates the duplicate data and also saves the

encrypted under different access policies.

storage space[3,5]. Also, cloud storage service
poses challenges with respect to privacy and

RELATED WORK
A. Review On Data De-duplication In Cloud
Computing
Data deduplication is a technique to
improve the storage utilization. De-duplication
technologies can be designed to work on
primary storage as well as on secondary
storage.[1,4]

Data

deduplication technique

confidentiality of the data stored by the
different

users[4]. We

proposed a

Data

deduplication scheme, which can be used to
eliminate the duplicate copies of data on cloud
as well as preserves privacy and confidentiality
of the data[6,7].
D. Time Based Proxy Re-encryption Scheme for

allows the cloud users to manage their cloud

Secure

Data

storage space effectively by avoiding storage of

Environment

Sharing

in

a

Cloud

repeated data’s and save bandwidth.[1,5,6] The

The CSP mainly provides two services:

data are finally stored in cloud server. To

data storage and re-encryption. After obtaining

ensure data confidentiality the data are stored in

the encrypted data from the data owner, the

an encrypted type using DES algorithm.[1,2,3]

CSP will store the data on several cloud

B. A survey on Attribute Based Encryption
Scheme in Cloud Computing
A secure user enforced data access
control mechanism must be provided before
cloud users have the liberty to outsource
sensitive data to the cloud for storage with the
emergence of sharing confidential corporate
data on cloud servers.[2,3] Attribute-based
encryption is a public key based encryption that
enables access control over encrypted data
using

access

policies

and

servers, which can be chosen by the consistent
hash function, where the input of the consistent
hash function is the key of the data, and the
outputs of the consistent hash function are the
IDs of the servers that store the data [4,8]. On
receiving a data access request from a user, the
CSP will re-encrypt the cipher text based on its
own time, and return the re-encrypted cipher
text [4].
SYSTEM ARCHITECTURE

ascribed

The proposed architecture consists of

attributes.[2,3,4] In this paper, they have

four

discussed

authority, Cloud and Users. A data provider
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encryption
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C. Data Deduplication on Secured Cloud
Storage
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decryption key associated with his set of

cloud which performs certain computation such

attributes. The cloud consists of public cloud

as tag checking.

which in charge of data storage and private

Fig.1: Architectural Diagram

1. Data Provider

for activation. After activated by AA, then

Data provider has to register with the

login with username and password. View all the

attributes. Then Login with the username and

files and decrypt the file. But user should have

password. He/She has the capability to upload

the same attribute as owner, then only he can

the files with the public parameter(pars). Before

download the files.

uploading the file into the cloud, Owner have to
encrypt the data for security purposes. Here
AES Encryption is used for Encrypting the
data. Finally Provider will sent the request for
storage to private cloud.
2. USER
User needs to register with his/her
attributes. After registration, user have to wait

3. PUBLIC CLOUD
Public cloud firstly login by giving the
username and password, all the non duplicate
files will store in public cloud.
4. PRIVATE CLOUD
Private cloud firstly login by giving the
username and password, then validity test will
done on the uploaded files and then Equality
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test will be applied to the file for checking the

(L`, ct`) with the new pair (L, ct) where

duplication. If it is a duplicate file, public cloud

L = L`.

will not allow the file to store in public cloud
and eliminates all the duplicate files.

not mutually contained, the private
cloud runs the ciphertext regeneration

5. ATTRIBUTE AUTHORITY
AA

should

login

by

2. If the access policies in ct and ct` are

giving

the

username and password, AA has the authority
to activate both the Owner and user. It will
generate 3 keys like public parameter, Master
key and private key.
IMPLEMENTATION

algorithm to yield a new ciphertext for
the same underlying plaintext file and
associated with an access structure
which is the union of the two access at
the user side, each user can download an
item, and decrypt the ciphertext with the
attribute-based private key generated by

Each data provider generates a proof pf

the AA if this user’s attribute set

on the relationship of the tag T, the label L and

satisfies the access structure. Each user

the encrypted message ct3, but this proof will

checks the correctness of the decrypted

not be stored anywhere in the cloud and is only

message using the label, and accepts the

used during the checking phase for any newly

message if it is consistent with the label.

generated storage request. After receiving a
storage request, the private cloud first checks
the validity of the proof pf, and then tests the
equality of the new tag T with existing tags in
the system. If there is no match for this new tag
T, the private cloud adds the tag T and the label
L to a tag-label list, and forwards the label and
the encrypted data, (L, ct) to the public cloud
for storage. Otherwise, let ct` be the ciphertext

ALGORITHMS AND TESTING
A. Bilinear

Pairings

and

Complexity

Assumptions
Let G1, G2 be two additive cyclic groups
of prime order q, and GT another cyclic group
of order q written multiplicatively. A pairing is
a map: G1 * G2  GT, which satisfies the
following properties:

whose tag matches the new tag and L` be the
label associated with ct`, and then the private
cloud executes as follows.
1. If the access policy in ct is a subset of
that in ct`, the private cloud simply
discards the new storage request; else, if
the access policy in ct` is a subset of
that in ct, the private cloud asks the
public cloud to replace the stored pair

B. Symmetric Encryption
A symmetric encryption (SE) scheme
SE with a key space K and a message space M
[30] is composed of two algorithms: an
encryption algorithm SE. Enc(K, m) which
outputs a ciphertext CT on input a key K 2
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K and a message m € M, and a decryption
algorithm SE. Dec(K, CT) which outputs a

Let st be the state information. A symmetric

message m or a failure symbol ‡ on input a key

encryption scheme SE is secure under chosen

K € K and a ciphertext CT.

plaintext attacks (IND-CPA secure), if for any
PPT adversary A = (A1, A2), the advantage
function is negligible in the security parameter
‡, where |m0| = |m1|.

RESULTS AND DISCUSSION
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Attribute-based encryption (ABE) has been

hand, deduplication is an important technique

widely used in cloud computing where data

to save the storage space and network

providers outsource their encrypted data to the

bandwidth, which eliminates duplicate copies

cloud and can share the data with users

of identical data. However, the standard ABE

possessing specified credentials. On the other

systems do not support secure deduplication,

ATTRIBUTE BASED DE-DUPLICATION OF ENCRYPTED DATA IN CLOUD -Muthu Kumar P, Hursley J, Mohamed Shajoon, Venifa Mini G

2018 Vol. 6 (Issue 3) Page 40

which makes them costly to be applied in some

uploaded item through the attached proof. If the

commercial storage services. In this paper, we

proof is valid, the private cloud runs a tag

presented a novel approach to realize an

matching algorithm to see whether the same

attribute-based

supporting

data underlying the ciphertext has been stored.

secure deduplication. Our storage system is

If so, whenever it is necessary, it regenerates

built under a hybrid cloud architecture, where a

the ciphertext into a ciphertext of the same

private cloud manipulates the computation and

plaintext over an access policy which is the

a public cloud manages the storage. The private

union set of both access policies. The proposed

cloud is provided with a trapdoor key

storage system enjoys two major advantages.

associated with the corresponding ciphertext,

Firstly, it can be used to confidentially share

with which it can transfer the ciphertext over

data with other users by specifying an access

one access policy into ciphertexts of the same

policy rather than sharing the decryption key.

plaintext under any other access policies

Secondly, it achieves the standard notion of

without

underlying

semantic security while existing deduplication

plaintext. After receiving a storage request, the

schemes only achieve it under a weaker

private cloud first checks the validity of the

security notion.
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